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(g) To an agency or instrumentality 
of any governmental jurisdiction with-
in the control of the United States for 
civil or criminal law enforcement ac-
tivities, if the activity is authorized by 
law, and the head of any such agency 
or instrumentality has made a written 
request for such records specifying the 
particular portion desired and the law 
enforcement activity for which the 
record is sought. Such a record may 
also be disclosed by the agency to the 
law enforcement agency on its own ini-
tiative in situations in which criminal 
conduct is suspected: Provided, That 
such disclosure has been established as 
a routine use or in situations in which 
the misconduct is directly related to 
the purpose for which the record is 
maintained. 

(h) In emergency situations upon a 
showing of compelling circumstances 
affecting the health or safety of any in-
dividual provided that after such dis-
closure, notification of such disclosure 
must be promptly sent to the last 
known address of the individual to 
whom the record pertains. 

(i) To either House of Congress or to 
a subcommittee or committee (joint or 
of either house) to the extent the sub-
ject matter falls within their jurisdic-
tion. 

(j) To the Comptroller General, or 
any of his authorized representatives, 
in the course of the performance of the 
duties of the General Accounting Of-
fice. 

(k) Pursuant to an order by the pre-
siding judge of a court of competent ju-
risdiction. If any record is disclosed 
under such compulsory legal process 
and subsequently made public by the 
court which issued it, the agency must 
make a reasonable effort to notify the 
individual to whom the record pertains 
of such disclosure. 

(l) To consumer reporting agencies as 
defined in 31 U.S.C. 3701(a)(3) in accord-
ance with 31 U.S.C. 3711, and under con-
tracts for collection services as author-
ized in 31 U.S.C. 3718. 

§ 308.5 New uses of information. 
The agency shall publish in the FED-

ERAL REGISTER a notice of its intention 
to establish a new or revised routine 
use of any system of records main-
tained by it with an opportunity for 

public comments on such use. Such no-
tice shall contain the following: 

(a) The name of the system of records 
for which the new or revised routine 
use is to be established. 

(b) The authority for maintaining the 
system of records. 

(c) The categories of records main-
tained in the system. 

(d) The purpose for which the record 
is to be maintained. 

(e) The proposed routine use(s). 
(f) The purpose of the routine use(s). 
(g) The categories of recipients of 

such use. 

In the event of any request for an addi-
tion to the routine uses of the systems 
which the agency maintains, such re-
quest may be sent to the following offi-
cer: Director, Office of Administrative 
Services, Peace Corps, 806 Connecticut 
Avenue, NW., Washington, DC 20526. 

§ 308.6 Reports regarding changes in 
systems. 

The agency shall provide to Congress 
and the Office of Management and 
Budget advance notice of any proposal 
to establish or alter any system of 
records as defined herein. This report 
will be submitted in accord with guide-
lines provided by the Office of Manage-
ment and Budget. 

§ 308.7 Use of social security account 
number in records systems. [Re-
served] 

§ 308.8 Rules of conduct. 
(a) The head of the agency shall as-

sure that all persons involved in the 
design, development, operation or 
maintenance of any systems of records 
as defined herein are informed of all re-
quirements necessary to protect the 
privacy of individuals who are the sub-
ject of such records. All employees 
shall be informed of all implications of 
the Act in this area including the 
criminal penalties provided under the 
Act, and the fact the agency may be 
subject to civil suit for failure to com-
ply with the provisions of the Privacy 
Act and these regulations. 

(b) The head of the agency shall also 
ensure that all personnel having access 
to records receive adequate training in 
the protection of the security of per-
sonal records and that adequate and 
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proper storage is provided for all such 
records with sufficient security to as-
sure the privacy of such records. 

§ 308.9 Records systems—management 
and control. 

(a) The Director, Office of Adminis-
trative Services, shall have overall 
control and supervision of the security 
of all records keeping systems and 
shall be responsible for monitoring the 
security standards set forth in these 
regulations. 

(b) A designated official (System 
Manager) shall be named who shall 
have management responsibility for 
each record system maintained by the 
agency and who shall be responsible for 
providing protection and account-
ability for such records at all times 
and for insuring that such records are 
secured in appropriate containers 
wherever not in use or in the direct 
control of authorized personnel. 

§ 308.10 Security of records systems— 
manual and automated. 

The head of the agency has the re-
sponsibility of maintaining adequate 
technical, physical, and security safe-
guards to prevent unauthorized disclo-
sure or destruction of manual and 
automatic record systems. These secu-
rity safeguards shall apply to all sys-
tems in which identifiable personal 
data are processed or maintained in-
cluding all reports and outputs from 
such systems which contain identifi-
able personal information. Such safe-
guards must be sufficient to prevent 
negligent, accidental, or unintentional 
disclosure, modification or destruction 
of any personal records or data and 
must furthermore minimize the extent 
technicians or knowledgeable persons 
could improperly obtain access to mod-
ify or destroy such records or data and 
shall further insure against such casual 
entry by unskilled persons without of-
ficial reasons for access to such records 
or data. 

(a) Manual systems. (1) Records con-
tained in records systems as defined 
herein may be used, held or stored only 
where facilities are adequate to pre-
vent unauthorized access by persons 
within or without the agency. 

(2) All records systems when not 
under the personal control of the em-

ployees authorized to use same must be 
stored in an appropriate metal filing 
cabinet. Where appropriate, such cabi-
net shall have a three position dial- 
type combination lock, and/or be 
equipped with a steel lock bar secured 
by a GSA approved changeable com-
bination padlock or in some such other 
securely locked cabinet as may be ap-
proved by GSA for the storage of such 
records. Certain systems are not of 
such confidential nature that their dis-
closure would harm an individual who 
is the subject of such record. Records 
in this category shall be maintained in 
steel cabinets without the necessity of 
combination locks. 

(3) Access to and use of systems of 
records shall be permitted only to per-
sons whose official duties require such 
access within the agency, for routine 
use as defined in § 308.4 and in the 
Peace Corps’ published systems of 
records notices, or for such other uses 
as may be provided herein. 

(4) Other than for access within the 
agency to persons needing such records 
in the performance of their official du-
ties or routine uses as defined herein 
and in the Peace Corps’ systems of 
records notices or such other uses as 
provided herein, access to records with-
in systems of records shall be per-
mitted only to the individual to whom 
the record pertains or upon his or her 
written request to a designated per-
sonal representative. 

(5) Access to areas where records sys-
tems are stored will be limited to those 
persons whose official duties require 
work in such areas and proper account-
ing of removal of any records from 
storage areas shall be maintained at all 
times in the form directed by the Di-
rector, Administrative Services. 

(6) The agency shall assure that all 
persons whose official duties require 
access to and use of records contained 
in records systems are adequately 
trained to protect the security and pri-
vacy of such records. 

(7) The disposal and destruction of 
records within records systems shall be 
in accord with rules promulgated by 
the General Services Administration. 

(b) Automated systems. (1) Identifiable 
personal information may be processed, 
stored or maintained by automatic 
data systems only where facilities or 
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